MBOY «baskosckas COLL» MamaTtku no 6e3onacHoOCTU

METOANYECKME PEKOMEHOALUN

no Bonpocam obecneueHuna 6esonacHoCcTu aete B UHTepHeT-NpoCTpaHCTBe,
HeaonyLUEeHUA BOBJIEUEHUA HECOBEPLUEHHOJIETHMX Yepes3 coumnasibHble CEeTU B
NPecTynHyo AeATeNbHOCTb.

NHTepHeT noOCTENeHHO TMPOHMKAET B  Kaxaoe yuypexaeHue, OO6WEeCTBEeHHYI U
obpaszoBaTesibHYl0 OpraHmM3aumio, B Hawwum goma. Ywmcno nonb3oBatenen WHTepHeTa B Poccum
CTpEMUTENbHO pacTeT UM MONoAeeT, QMOS8 MOMoAEXM W COBCEM HOHOW  ayauTopun
cpeon nosb3oBaTenen BcemMuMpHoOM ceTu odyeHb Benuka. Ons MHOrMX M3 HUX, OH CTAHOBUTCSH
MHpOpMaUMOHHON cpeaol, 6e3 KOTOpoM OHM He npeacTas: bl T cebe xun3Hb. BmecTte ¢ TeMm, B
NHTepHeTe coaep)xaTcsi OrpoMHble MaccmBbl MHMOPMaLMK, KOTOpas SABASETCS 3anpeLlleHHon AN
OeTel, TaK KaK MOXEeT HaHeCcTu Bpea MX GM3nYecKoOMy U MCUMXUYECKOMY 3[40pOBb0, AYXOBHOMY U
HpPaBCTBEHHOMY Pa3BUTUIO.

CornacHo crt. 5 ®epepanbHOro 3akoHa oT 29.12.2010 N? 436-03 «O 3awmTe geTen ot
MHpOpPMaUMN, NPUYNHSIIOWEN Bpea MUX 340POBbI0 U pasBUTUIO», K MHAOpPMALMK, 3anpeLieHHON
ANs pacnpocTpaHeHus cpean aeTen, 0OTHOCUTCS UHopMauus:

1) nobyxaaowasa AeTeln K COBEPLUEHUIO AENCTBUN, NPEACTaBASAIOWNX Yrpo3y WUX XU3HWU U
(nnun) 300pOBbLIO, B TOM YMCNE K MPUYMHEHMIO Bpeaa CBOEMY 30POBb, CaMOybunCTBy;

2) cnocobHas BbiI3BaTb Yy JAeTeN XenaHuve ynoTtpebuTb HapKoTU4Yeckue CpeacrtBa,
NCUXOTPOnHble N (UN) oAypPMaHUBatOLWMeE BeWecTBa, TabauHble N3aenns, asikorosbHy U
cnupTocoaep>Xawyo npoaykKuuto, nmMeo M HaANUTKU, U3rotaB/iIMBaEMblE Ha €ro OCHOBE,
MPUHATL y4yacTUe B a3apTHbIX Urpax, 3aHMMaTbCa NPOCTUTYyuMen, 6poas>KHUYECTBOM WUN
MoMnpoLwanHNYECTBOM;

3) obocHoBbIBawLWas WM ornpaBAabiBalowas A0NYCTUMOCTb Hacuams u (Uan) XKeCTOKOCTU
nmbo nobyxaatowas oCyLLeCTBISATb HACUNbCTBEHHbIE AEACTBUS MO OTHOLIEHWUIO K JIIOASM
WN XNBOTHbIM, 3@ UCK/IIOYEHMEM CNy4aeB, NpeayCMOTPEHHbIX HacToawmM deaepasnbHbIM
3aKOHOM;

4) oTpuualowas CeMelHble LUEeHHOCTM n dopMmupylowas HeyBaXeHue K poautensm u (u
OPYIMM 4Y/leHaM CeMbM;

5) onpaBablBatowlast NpOTUBOMNPaBHOE NOBEAEHUE;
6) coaepxallas HeLEeH3YpHYLO 6paHb;
7) copepxawasa nHpopmauunto nopHorpadmnyeckoro xapakrepa.

Ona  3awmTbl geten OT onacHocten B WHTepHeTe HeobxoauMMa aKTUBHas no3muus
poautenen. W, aTo He yauBUTENbHO: BeAb B VIHTepHeTe MOXHO HauTu WHdopMauuo A1
pedepaTa wan goknaga, nocaywaTtb AO6UMYH0 Menoauio, NpoBEpUTb, CBOW 3HaHUS B UHTEPHET
KOHKypcax mnu on-line TectTMpoBaHusaX, KynNuTb MOHPABUBLLEIOCS KHUMY MM 06CyaAnTb ropsdyto
TeMy Ha MHOIOYMCNEHHbIX popyMax. MIHTepHEeT MOXeT 6bITb NMpeKpacHbIM M NOJSIe3HbIM CPeACTBOM
ansa obydeHus, otabixa nnu obweHnsa ¢ apy3baMu. Ho - Kak u peanbHbli MUP - CeTb TOXE MOXET
O6bITb OMacHa: B Hel nosiBMNacb CBOS MPECTYMNHOCTb, XYJIMraHCTBO, BpeauUTeNnbCTBO M npoyune
MasionpusTHble sBAeHUS. BupTyanbHOCTb o06WeHuss npenocTtaBnseT awoasaM ¢ HenobpbiMu
HaMepeHUAMU AOMOJSIHUTESIbHbIE BO3MOXHOCTU MPUYUMHUTL Bpen AeTsaM. B nocnegHee Bpems B
NHTepHeTe nosBAsAeTCs MHOMO MaTepuasioB arpecCMBHOIO M COLMANbHO OMACHOro coaepXaHus.
B3pocCibiM  HYXXHO MNOMHUTb O CYyLLEeCTBOBaHMM MOAOGHbLIX Yrpo3 W YyAensaTb MNOBbIWEHHOE
BHMMaHue Bonpocy obecrnedeHna 6e3onacHoOCTU aeten B NIHTepHeTe.

MpaBuno 1. YcTaHoBMTE BMeCTe C [AeTbMW YeTKMEe TnMpaBuia [MOCELLEHUS CaNTOB.
Onpenenute, Kakue cailTbl OHM MOryT MOCELWaTb, Kakue - nocewaTtb Henb3s. O6bACHUTE BalMM
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OETAM, YTO Takoe pacusMm, dawwmiMm, MeXxHauuoHasbHas M penurnosHas Bpa)kaa. HecmoTps Ha
TO, YTO HeKoTopble MNoAo6Hble MaTepuasbl MOXHO 3ab/OKMpoOBaTb C MOMOLLbLIO CreuuasnbHbIX
NnporpaMMHbIX (UALTPOB, HE CTOUT HAAEeSATbCS Ha TO, YTO BaM yaacTtcs OThUIbTPOBaTb BCEe
nofobHole canTbl. BbibepuTe caiTbl, KOTOpble MOXHO TrMocewaTb BaweMmy pebeHKy, u
3abnoknpymnTe AOCTYN K HenoaxoAasiwuM MaTepuanam. Hactpolite napameTpbl 6e30macHOCTU
Ballero KoMMnbloTepa. XOopowen MOXeT cTaTb uaes paspaboTaTb COBMECTHO C  AETbMMU
CornaweHne No UCNonb30BaHWUIO ceTU MHTepHeT. B TakoM «CeMeMHOM AOKYMEHTEe» Bbl MOXETe
onucatb NpaBa M 06583aHHOCTM KaXAoro YsjeHa Balweln ceMbW B cdepe nosb3oBaHus NHTepHeT-
MPOCTPaHCTBOM.

MpaBuno 2. lMomornte gertsM BblibpaTb MNpaBWUIbHOE pErncTpauMoHHOE MMS U MapoJib.
Y6eauTecb B TOM, YTO OHW HE CcOoAepXaT HUKAKOM NUYHOM MHdOopMaumu.

MpaBuno 3. O6bACHUTE AETAM HEO6XOAMMOCTb 3alWMTbl UX KOHMUAEHUMANILHOCTM B CETU
NHTepHeT. HacTtamBaliTe Ha TOM, 4TO6bl OHM HWUKOrAa He BblAaBanM CBOEro ajapeca, Homepa
TenedoHa nnun' gpyron nmyHon nHdopmaunm; Hanpmmep, mecta y4debol namn nobumoro mecrta ang
NpOoryJsikn, a TakXXe nepecbliaTb MHTEPHET-3HAKOMbIM CBOU (oTorpadum.

MpaBuno 4. byabTe B Kypce, C KeM KOHTakTupyet B UHTepHeTe Baw pebeHOK, cTapanTech
perynsipHo NpoBepsATb CMMUCOK KOHTaKTOB CBOMX AeTein, uTobbl y6eaAnTbCHA, YTO OHW IMYHO 3HAlOT
BCEX, C KeM OHu obuwatotca. Ecnm pebeHOK uHTepecyeTca KOHTakTaMu C AHOAbMW HAMHOMO
cTaple ero, cneayeT NpoBeCcTU pasbsaCHUTENbHYO 6eceny.

MpaBuno 5. He nosonsnte BaweMmy pebeHKy BCTpe4daTbCA C OHMAlH-3HAKOMbIMK 6e3
Ballero paspelleHns uin B 0OTCYTCTBUM B3POCNOro yenoseka. Ecnn pebeHoK xenaeT BCTPETUTLCH
C HOBbIM MHTEPHET-APYroM, CnefyeT HAcTOATb Ha COMpPoOBOXAEHMM pebeHka Ha 3Ty BCTpeuy.
NHTepecyiTecb TeM, Kyda U C KeM XoauT Baw pebéHok. ObuweHne B MHTEpHETE MOXET NOBJIEYb
3a Cob0M KOMMYHWMKAUWMOHHbIE PUCKWN, TaKMe KakK He3aKOHHble KOHTakTbl (Hanpumep, rPYMUHT,
knbepbynnuHr v ap.). Oaxe ecnn y 6onblIMHCTBaA Mosib3oBaTtenien vyaT-cucrteM (Beb-yaTtoB uau
IRC) pobpble HamepeHus, cpean HUX MOryT 6biTb M 3N0YMbIWAEHHUKN. B HEKOTOpbIX Cry4dasax
OHW XOTAT obMaHOM 3acTaBuTb AeTel BblAaTb JSIMYHble AaHHble, TakMe Kak AOMallHMW ajpec,
TenedoH, Naponn K nepcoHasabHbiM CTpaHMuaM B NHTepHeTe n ap. B ApyrmMx cnydasix OHW MOryTt
oKasaTbCsa NpecTynHUKaMm B NoMcKax xeptebl. Cneunanmnctbl MCNOMb3YIOT CNeunanbHbli TEPMUH
«FPYMUHr», 0603HavaloWwmMn yCTaHOBIEHWE [PYXECKUX OTHOWEHWNW C pebeHKOM C uenbio
BCTYMNEHUS B CeKCYyasibHblA KOHTAKT. 3HAaKOMCTBO 4alle BCero npomMcxoguTt B 4vaTe, na dopyme
WiM B COUMANbHOM CETU OT WMMEHU pOBECHMKa pebeHka. Obwasicb NMYHO («B NpuBaTe»),
3N0YMbILUIEHHUK BXOAUT B AoBepue K pebeHKy, MblTaeTCcd Yy3HaTb JIMYHYIO WMHMOpMaUUO U
AOroBOPUTLCH O BCTpeYe.

KnbepbynnuHr — npecnegosaHme cooblieHnaMn, cogepxawmmm  ockopbneHus,
arpeccuio, 3anyrmBaHume, XYyJUraHcTBo, coumasnibHoe 60MKOTMpPOBaHME C MOMOLLbIO Pa3INYHbIX
MHTEepHeT-cepBMcoB. MpeaynpexaeHne knbepbynanHra: o6bACHUTE AETHAM, 4YTO NMpM obLWEeHUN B
NHTepHeTe OHM AO/MKHbI 6bITb APYXentobHbIMWU C APYrMMW NOMb30BaTeNs MU, HWU B KOEM cllyyae
He nucaTb rpybbiX CNOB - YMTaTb.- FPyOOCTMN TaKXKe HEMPUATHO, KakK U cnblwaTb. Hayuute pgeten
rMpaBuUIbHO pearmpoBaTb He 0buaHble CNoBa UM OENCTBUS APYrUMX nonb3oBaTtenen. O6bAcHUTE
OETAM, YTO Henb3s ucnosb3oBaTb CeTb ANS XyJMraHCTBa, pacnpoCTpaHeHMs CheTeH UM yrpos.
Crapalitecb cneguTb 3a TeM, 4YTO Balw pebeHOK AenaeT B MHTepHeTe, a Takxe cneauTte 3a ero
Hac poeHweM nocne nonb3oBaHus CeTbl. Ha uto cneayetr obpawatb BHMMaHWE poOAUTENSAM
yTO6bl BOBpPEMS 3aMeTUTb, YTO pebeHoK cTan xepTBoi knbepbynnuHra:

1) BecnokoliHoe noBeaeHue. [laxe caMblil 3aMKHYTbIA LWKONbHUK ByaeM nepexuBaTb M3-3a
npoucxoaswero n obszatenbHoO BblAACT cebs cBoMM noBeAeHue [lenpeccms U HexenaHue
WMATU B LLUKOJIY - CaMble siBHbl€ NMPU3HaKKM TOro, YTO pebeHOoK NoABepraeTcs arpeccum.

2) HenpuasHb Kk WHTepHeTy. Ecnm pebeHok nwbun nNpoBoAnTb BpeMs B WHTepHeTe W
BHE3aMnHo nepectan 3To AenaTb, CNeAyeT BbISCHUTb MPUUNHY. B peakux cinydasx AeTam
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NeNCTBUTENBHO HagoenaeT npoBoAuTb BpeMs B CeTu. OgHako B 60/bLUMHCTBE C/y4YaeB
BHE3aMHoe HeXenaHue nosb3oBaTbCs VIHTEpHETOM CBA3aHO C npo6bnemMamMu B
BUPTYyasibHOM MUpe.

3) HepBO3HOCTb NMpu NOSy4YEHUU HOBbIX coobweHnn. HeratneHasa peakumst pebeHka Ha 3BYK
3NEKTPOHHOIo MNMCbMa AOJIXXHA HACTOPOXWUTb poaunTens. Ecnm pebeHok perynsipHo
nosly4yaeT CcooOLleHNs, KOTOpble pacCTpaumBakT €ro, MNoroBopute C HUM U obcyaute
cogeprkaHue 3Tux coobLeHnn.

MpaBuno 6. HayuuTte gerelt yBaxaTtb Apyrux B MHTepHeTe. Y6eauTecb, UTO OHM 3HAOT O
TOM, YTO MpaBuiia XopoLlero NoBeAeHnsa AeUCTBYIOT Be3ae — Aa)e B BUPTyasilbHOM MUpeE.

MpaBnno 7. HacramBanTe, 4Tobbl AeTM yBaXxannm COB6CTBEHHOCTb ApPYrux B MHTepHeTe.
Ob6BbSCHMTE, YTO HE3AKOHHOE KOMMPOBaHME M UCMOJIb30BaHUE YyXOW paboTbl - TEKCTa, My3bIKW,
KOMMbIOTEPHbIX UIP U APYTUX MPOrpamMMm - SBASIETCSH Kpaxen.

MpaBuno 8. Ob6pawalite BHUMaHWE, CKO/TIbKO BPEMEHWN NPOBOAAT Bawu aetn B UHTepHeTe,
yTO6bl BOBpEMS 3aMeTUTb MPU3HaKM BO3HMKAKOLWEN MHTEpPHEeT-3aBUCUMMOCTWU. [peaBeCcTHMKaMu
«NHTEPHET-3aBUCUMOCTM» U 3aBUCMMOCTM OT KOMMbIOTEPHbIX UIp («remMepcTBo») SABNAKOTCS:
HaBsA34YMBOE CTpeMSIEHME TOCTOSAHHO MNpOBEPATb  IMEKTPOHHYK  MOYTYy  npeaBKylleHue
cneaylolwero ceaHca OHMawWH; YyBeNWYeHWe BpEeMEHW, MNpPOoBOAMMO, O OHNaWH; YyBenudyeHue
KONM4yecTBa AeHer, pacxoAyeMblX OHNanH. Ecnu Bbl cuuTaeTe, 4To BawwW AeTn, CTpajatoT oT
Yype3MepHOol yBNE€4YEHHOCTM KOMMbIOTEPOM, YTO HAHOCUT Bpea WX 340pOBblo, yuyebe, OTHOWEHUSAM
B obuwectBe, NpMBOANT K CWIbHbIM KOHMAMKTAM B ceMbe, TO Bbl MoxeTe obpatutbcs K
cneumanucTtaMm, 3aHumMmalwumca  3Tton  npobnemon  (HanpuMep, neparoraMm-ncuxosioram,
ncuxonoram). OHM NOMOryT NOCTPOUTbL Ananor n ybeanTb 3aBUCMMOro NMpuU3HaThb CyLllecTBOBaHME
npob6sembl " cornacuTbcs noOAyuYnuTb  MOMOLb. Hanpumep, Ha cante  «[etn
oHnanH» www.detionline.com oTkpbiTa JfMHUA TeNne@oOHHOro U OHJNIANH-KOHCY/IbTUPOBAHUS,
KOTOpas OKa3sblBaeT MCUXONOMMYECKYo U MHMOPMaLMOHHYIO NoAAEpXKY AEeTAM W NOAPOCTKaM,
CTOSIKHYBLUMMCS C pas3nuyHbiMK npobnemMamMmn B MHTepHeTe. Ha nuHMM nomown «etn OHnamH»,
co3gaHHon B 2009 r., pabotator ncuxonorm ®doHaa Pas3sutms WHTEPHET W  BbIMYCKHUKK
dakynbTeta ncuxonornm MIry mmeHu M.B. JIOMOHOCOBA, KOTOPble OKa3bIBAKT MCUXONOIMMYECKYHO
U MHPOPMaLMOHHY NoMoLWb Mo npobnemam 6e3onacHOro Mcnosb3oBaHusa VMIHTepHeTa. Llenesas
ayamTopusa — AeTu, NoApoCTKKU, poauTenn n paboTHUKM obpasoBaTesibHbIX U BOCMUTATENbHbIX
yUupexaeHui. Cnyx6a JlnHua noMowm <«[detm OHnanH» BkIOYeHa B 6a3y eaumHoro
denepanbHOro Homepa TenedoHa A0BepuUs A4Sl AeTel, NoAPOCTKOB U UX poauTtenen. Obpatntbes
Ha JInHuio nomowm MoxHO no TenedoHy n-800-25-000-15, 6ecnnaTHO MoO3BOHWB U3 060N
TOUKM CTpaHbl, NM60 No 3nekTpoHHoM nouyTe: helpline@detionline.com. 3BOHKM NpUHUMAIOTCA B
pabouune gHu ¢ 9.00 ao 18.00 N0 MOCKOBCKOMY BpPEMEHMU.

MpaBuno 9. O6bsaAcHUTE AETSM, UTO AasieKo He BCe, UTO OHWM MOr;, I MPOYeCcTb UM YBUAETb
B WMHTepHeTe - npaBaa. lMpuyunte mMx cnpawmeaTb O TOM. B 4eM OHW He yBepeHbl. CrneagyeTt
06BACHUTDL AETSAM, YUTO HYXHO KPUTUYECKM OTHOCUTBLCS K NOJIyYeHHbIM n3 NHTepHeT MmaTepuanam,
BeAb onybnukoBaTb MHdpopMaunto B MHTepHET MoXeT abCcontoTHO Nobon yenosek.

MpaBuno 10. KoHTponupyihte AeAaTenbHOCTb JAeTer B MHTepHeTe ¢ NOMOLWbIo
COBpeMEeHHbIX rnporpaMmm. OHU NOMOryT OTUALTPOBATL BpeAHEE COAEPXKMMOE, BbISICHUTb, Kakue
canTbl nocewaer pebeHOK M C Kakon uenbto. O4HAKO OTKPbITOE, 4yecTHoe obueHue Bceraa
npeanoyTUTeNbHEEe BTOPXEHUS B JIMYHYIO XXU3Hb.

MpaBuno 11. MNoowpsarTte geTten AenutbCs C BaMu MX onbiTOM B NHTepHeTe. lMocewanTe
CeTtb BMecTe c geTbMWu. Ecnu Baw pebeHOK BeaeT WMHTEpPHET-AHEBHWK, PErynsipHo nocellamTe
ero. byabTe BHMMaTenbHbl K BawuMm pgetam! TIOMHUTE, 4YTO HUKAKME TexHoNoruyeckme
YXULWPEHUSA HE MOryT 3aMEHUTb MPOCTOE poAUTENIbCKOE BHMMaHME K TOMY, YeM 3aHUMAIOTCH AeTu
3a KOMMbIOTEPOM.
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PekomeHaauum no 6e3onacHoMy MCNoJZIb30BAaHUIO cetn UHTepHeT
C YYETOM BO3PACTHbIX U (PU3NO0STIOrMYecKuXx 0co6eHHOCTei HecoBepLUEHHOJIETHUX.

Kak nokasanu WuccnenoBaHWs, MNpoBoAMMble B CeTU WHTepHeT, Haubonee pacTyLlinm
CEerMeHTOM nosb3oBaTeneit MHTepHET ABMATCS AOLWKObHUKK. B 3ToM Bo3pacTe B3pocible 6yayT
nrpatb onpeaensoLlyo posb B 06yyeHun aeteit 6e30nacHOMY MCNONb30BaHWUIO VIHTEpHET.

Bo3pacTt ot 5 o 6 ner.

[Nns feTell Takoro BO3pacTa XapaKTepeH MOSIOXUTENbHbIA B3rnsa Ha Mup. OHW ropaaTcs
CBOMM YMEHWEM UYUTaTb U CUMTATb, @ TaKXe NO6AT AeNUTbCA CBOMMKU U, YMEHUSMWU. HecMoTpsa Ha
TO, UTO AETU B 3TOM BO3pacTe O4YeHb CMOCO6HbI B UCMOMb30BAHUM UrP U paboTe C Mblllbio, BCE
)K€ OHW CUJIbHO 3aBUCAT OT Bac Npu Nomucke AETCKUX CaliToB

CoBeTbl No 6e30NacHOCTU B 3TOM Bo3pacTe: B TakoM Bo3pacTe xenatenbHo paboTaTth B
MHTEpHET TONbKO B NMPUCYTCTBMU POAUTENEN.

O6s3aTeNibHO 06BbACHUTE BalleMy pebeHKy, 4To obuleHMe B VIHTEpPHET - HO He peasbHas
XM3Hb, @ CBOEro poaa urpa. MNpu 3ToM NnocrapanTecb HanpaBuUTb €ro YCUANSA Ha Nno3HaHue Mupa.

e [lobaBbTe peTtckme canTbl B pasgen WM3bpaHHoe. Co3gaiTe TaM nanky Anasl CanTos,
KOTOpble MOCELLaloT Balln AETH.

e Wcnonb3ynte cpeactBa 670KMPOBaHUA HeXenaTesibHOro KOHTEHTa K: K JAOMNOJIHEHWE K
CTaHAapTHON PYyHKUMU «POANTENBCKUA KOHTPOb>.

e HayumnTte Bawero pebeHka HMKOrga He BblgaBaTb B WMHTepHeT MHopMauuio o cebe un
CBOel cembe.

e [lpuyuunte Bawero pebeHka coobuatb BaM 0 Nt0bbIX yrpo3ax unm Tpesorax, CBA3aHHbIX C
paboTon B ceTn NIHTepHeT.

Bo3pact ot 7 fo 8 ner.

Kak cumTaloT ncmxonorn, ANns AeTeil 3TOro Bo3pacta abCoNoTHO eCTeCTBEHHO XenaHue
BbISICHWUTb, 4YTO OHM MOryT cebe no3BonuTb genatb 6e3 paspelweHns poautenen. B pesynbTaTe,
Haxogscb B NHTepHeTe, pebeHOK 6yAeT nbiTaTbCA NOCETU Te MM WHbIE CalTbl, @ BO3MOXHO W
YyaTbl, paspelleHne Ha nocelleHmne KOTopbiX OH M nony4mn 6bl OT poantesnen. NMo3ToMy B AaHHOM
Bo3pacte o0cobeHHO nonesHbl OyayT Te OT4YeTbl, KOTOpble BaM nNpeaocTaBuT dyHKUMSA
«PoantenbCKMn KOHTPOSIb» WAM TO, 4YTO Bbl MOXeTe YBUAETb BO BpeMeHHbIX annax no
ncnonb3osaHmio NHTepHeTa (nanku c:\Users\User\AppData\Local\Microsoft\Windows\Temporary
Internet Files B onepaunoHHoi cucteme Windows Vista). B pesynbTaTe, y Bawero pebeHka He
6yaeT owyLeHuns, YTo Bbl MsSANTE eMy 4Yepes Mae4yo Ha 3KpaH, ogHaKo, Bbl byaeTe no-npexHemy
3HaTb, Kakue canTbl nocewiaet Baw pebeHok. CTOUT MOHUMaTb, YTO YEeTU B AAaHHOM BoO3pacTe
obnagatoT CUbHLIM YYBCTBOM CEMbW, OHU AOBEPYMBBLI M HE COMHEBAlOTCHA B aBTopuTeTax. [eTu
3TOr0 BO3pacTa nKb6AT urpaTb B CeTeBble UIrpbl U MAyTewecrtsoBaTb Mo WMHTepHeT. BnonHe
BO3MOXHO, YTO OHW WCMNONAb3YHOT 3/EKTPOHHYI0 MOYTY M MOryT 3axOAUTb Ha CaWTbl MU 4YaTbl, He
peKoMeHAOBaHHble poauTensMu. [lo noBoay WCNOMb30BaHWSA 3EKTPOHHOM MoYTbl cneayeTt
3aMeTUTb. YTO B AAHHOM BO3pacTe peKOMeHAYETCA He paspelatb MMeTb CBOW COB6CTBEHHbIN
3/IEKTPOHHbLIA  MOYTOBbLIM SAWKMK, a MOoMb30BaTbCsd CEMEeWHbIM, 4TOobbl poauTenn Mornm
KOHTpOMMpoBaTb nepenucky. [MoMouyb BaM 3anpeTuTb pebeHKy WCNonb30BaTb BHELWIHUE
b6ecnnaTHble AWKMKN CMOXET Takoe nporpammHoe obecneueHne, kak Kaspersky Internet Security
Bepcuun 7.0 cO BCTPOEHHbIM POAUTENIbCKUM KOHTPOJIEM.

CoseTbl N0 6€30NacHOCTU B 3TOM Bo3pacTe:

e Co3panlTe CNWUCOK JAOMAalIHMX MpaBun noceweHus WHTEepHeT npu ydyacTum geTten u
TpebynTe ero BbiNOSHEHMUS.
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e Tpebyite oT Bawero pebeHka cob6NIOAEHUS BPEMEHHbIX HOPM HaXOXAEHUS 3a
KOMMbIOTEPOM.

e [lokaxuTe pebeHKy, 4yTO Bbl HabnoAaeTe 3a HUMM He MOTOMY, YTO Basjl 3TO XO4YeTcs, a
NOTOMY 4UTO Bbl HeCrnokomTecb 0 ero 6e€30MacHOCTM U BCeraa roToBbl €My NMOMOUYb.

e [lpnyunTe geTen, YTO OHM AO/MKHbI NOCELWaTb TO/IbKO T€ CalTbl, KOTOPbIE Bbl pa3pewnnu,
T.e. CO3gaMTe MM TaK Ha3blBaeMblii «benbin» CNMCOK WHTEepHEeT C MoMowKn CpeacTs
«PoantenbCknun KOHTPOIb». - B «b6enbin» CNMCOK CanTOB, pa3peLlleHHbIX A9 NoCeLleHuns,
BHOCMKTE TO/IbKO CaliTbl C XOpOoLIen penyTauunen.

e KoMnbloTep C noakstovYeHMeM B VIHTEPHET AO0J/KeH HaxoauTbCa B obulelt KoMHaTe noja
MPUCMOTPOM poauTENEN.

e lMcnonb3yihte cpeactBa 6/0KMPOBAHUA HeXenaTeNbHOro KOHTEHTa KakK AOMoJSIHEHWE K
CTaHAapTHON (pyHKUMM «PoanTenbCKUN KOHTPOb>.

e Co3panTte CeEMENHbI 3MEKTPOHHbIN AWMK, YTOObl HE MO3BONMUT: AETAM UMETb COOCTBEHHbIE
agpeca.

e bBrnokupyiiTe pAocTyn K caitaM c 6ecnniaTHbIMM MNOYTOBbIMM SAWMKAMW C MOMOLLbIO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecneyeHums.

e [lpnyuute aeTen coBeTOBaTbLCA C BaMu nepen onybnmMkoBaHMeM Kakom-nbo nHbopMaumm
CpeAcTBaMM 3/IEKTPOHHOW MOYThbl, YaTOB, PErncTpaumMoHHbIX GOpM 1 Npodunen.

e Hayuute geteli He 3arpyxaTtb dansbl, NporpaMmsl UM My3bliKy 6€3 Bawero cornacus.

e Mcnonb3yiTte @GUALTPbI 3MEKTPOHHOM MouYTbl Ana  6nokupoBaHuMs coobuweHuin  oT
KOHKPETHbIX N0AEeN WKW CcoAepXalumx onpeaesieHHble cnoBa unun dpasbl MNoapobHee o
TaKux dunnbTpax Bbl MoXeTe y3HaTb, HanpuMmep, no agpecy:
http://www.microsoft.com/rus/athome/security/email/fightspam.mspx.

e He paspewanTte AeTSM UCMOJIb30BaTb CNYX6bl MTHOBEHHOIo o6MeHa cooblieHnamu;

e He 3abbiBanTe 6becenoBaTtb C AeTbMU 06 UX ApYy3bsAX B VIHTEPHET, Kak ecnn 6bl peyb Wna o
APY3bsaX B peanbHOM XU3HWU.

e He penaiite «Taby» M3 BONPOCOB MOSIOBOW XM3HW, TaK Kak B VIHTEpHET AeTU MOryT Jierko
HaTKHYTbCA Ha NOpHOrpaduio UM CailTbl «ANS B3POC/bIX».

e [lpnyuute Bawero pebeHka coobwaTb BaM 0 NOO6bIX yrpo3ax Uan TpeBorax, CBA3aHHbIX C
NHTepHeT. OcTaBalTeCb CMOKOMHBbIMU N HAaNOMHUTE AEeTAM, YTO OHW B 6e30nacHOCTH, ecnu
CaMW pacckasann BaM O CBOMX Yyrposax uau Tpesorax. [loxBanuTe ux M MOCOBETYynTe
rnoaonTn ewe pa3 B NogobHbIX Criyyasx.

Bospact 9-12 ner.

B AaHHOM BoO3pacTe AeTW, KakK MNpaBWo, YyXe HachblwaHbl 0 TOM, Kakas WHdopMauus
cylwecTByeT B ceTn UHTepHeT. CoBepLIEHHO HOPMasibHO, YTO OHWU XOTSAT 3TO YBUAETb, NPOYECTb,
ycnblwath. Mpy 3TOM HY>XHO MOMHWUTb, YTO AOCTYN K HeXefnaTenbHbIM MaTepuanaM MOXHO Nerko
3ab510kMpoBaTb NpY MNOMOLIKN CPeAcTB «POANTENBCKUA KOHTPOMb>.

CoseTbl N0 6€30NacHOCTU B 3TOM Bo3pacTe:

e Co3pafTe CNUCOK JAOMallHMX nNpaBun nNoceuweHus WHTEepHET npu ydyacTum [AeTen wu
TpebynTe ero BbiNOSHEHMUS.

e Tpebynte oT Bawero pebeHka cobNOAEHUS BpPEMEHHbIX HOPM HaXOXAeHWUs 3a
KOMMbIOTEPOM.

e [lokaxuTte pe6eHKy, yTo Bbl HabnogaeTe 3a HUM He NMOTOMY 4YTO BaM 3TO XO4YeTCd, a
MOTOMY 4TO Bbl 6ecnokouTecb 0 ero 6€30NacHOCTM M BCeraa roTtosbl €MY NMOMOYb.


http://www.microsoft.com/rus/athome/security/email/fightspam.mspx
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e KoMnbloTep € noakstovYeHneM B VMIHTEPHET AO/KEeH HaxoauTbCca B obulert KoMHaTe noja
MPUCMOTPOM poauTeNen.

e lMcnonb3yihTte cpeactBa 6/0KMPOBAHUA HeXenaTelbHOro KOHTEHTa KaK [AOMOJIHEHME K
CTaHAapTHON (pyHKUMM «PoanTEeNbCKUA KOHTPOb>.

e He 3abbiBanTe becenoBaTtb C AeTbMU 06 NX ApYy3bsaX B NHTepHeTe.

e HactamBante, 4Tobbl AE€TM HUKOrAa He Corfawasnancb Ha NIMYHbIe BCTPeYn C APY3bSMU MO
NHTepHeTy.

e [lo3BONANTE AETAM 3aXOAUTb TONbKO Ma CalTbl U3 «6enoro» cnucka, KoTopblid co3aaiTte
BMECTE C HUMM.

e [lpuyuunTte aeTen HMKOrAa He BblAaBaTb JIMUHYHO MHMOPMAUMUIO CPeacTBaMM 3/1€KTPOHHOWN
MoYThbl, YaToOB, CUCTEM MIHOBEHHOro obMeHa COObLEHUSAMU, PErncTpaumoHHbIX ¢opM.,
JIMYHbIX Npodunen n Npmn perncTtpaunm Ha KOHKypcCbl B ceTn NHTepHeT.

e [lpunyunTe Aeten He 3arpyXxaTb NporpaMmbl 6e3 Ballero paspewieHns Ob6bACHUTE UM, UYTO
OHW MOryT CJIlyYalHO 3arpy3uTb BUpPYCbl WNWN APYroe HexenaTenbHOoe MporpaMMHoe
obecneyeHue.

e Co3panTe BalleMy pebeHKYy OrpaHMUYeHHYI0 YUYETHYI0 3annck Ana paboTbl Ha KOMMbIOTEpPE.

e [lpuyuute Bawero pebeHka coobllaTb BaM O NOObLIX yrpo3ax UM TpeBorax, CBA3aHHbIX C
nonb3oBaHneM MHTepHeToM. OcCTaBamTeCb CMNOKOMHbIMW UM HAMOMHUTE AETAM, YTO OHWU B
6e3onacHOCTU, ecnu caMu pacckasanan BaM O CBOMX yrpo3ax Wiau TpeBorax. [oxsanurte nx
M NOCOBETYNTE NOAOKTM €eLle pa3 B NOAOOHLIX Cny4yasix.

e HactamBanTe Ha TOM, 4TOObI AETM NpeaoCcTaBAsANM BaM AOCTYN K CBOEW 3NEKTPOHHOMU
nouyte, 4Tobbl Bbl Y6€ANNUCH, YTO OHM HEe O6LLalTCA C HE3HaKOMLLAMM.

e O6bACHUTE AETAM, UTO HeNb3s MCMNOJIb30BaTb CETb AN XY/IMFAHCTBA U PacnpoCTpaHeHUs
CNMETEH UMK Yyrpo3s.

Bospacr 13-17 ner.

B naHHOM BO3pacTe poAMTENSAM 4acTO yXe BeCbMa CNOXHO KOHTPONMPOBaTb CBOUX AETEN,
Tak Kak 06 VIHTepHeTe OHW yXe 3HaKT 3HauuTenbHO 60osblie CBOMX poauTenen. Tem He MeHee,
0CcobeHHO BaxHO cTporo cobntogatb npasuna WMHTepHeT 6e30MacHOCTM -corfalleHue Mexay
poanTenssMu M aetbMu. Kpome Toro, HeobxoAMMO KakK MOXHO Yalle MpocMaTpuBaTb OTYETbl O
aesaTenbHOCTN aeten B MIHTepHeTe. Cneayet o6paTuTb BHMMaHMe Ha He06X0AMMOCTb CoaepKaHMs
poauTeNnbCKUX naponein (naponen aAMUHUCTPATOPOB) B CTPOroM cekpeTe n obpaTuTb BHMMaHUE
Ha CTpPOrocTb 3TMX Naposeni. B 3TOM BO3pacTe MOAPOCTKM aKTUBHO MCMOJIb3YIOT MOWUCKOBbIE
MaLUWMHbI, MONb3YKTCA 3/EKTPOHHOW MNOYTOM, CciyxbamMm MrHoBeHHOro obmeHa coobLieHusMu,
CKauunBalT My3blky U duAbMbl. Manbuynkam B 3TOM Bo3pacTte 6onblie Mo HpaBy CMeTaTb BCe
OrpaHU4YeHmnsl, OHU XaxayT rpyboro roMopa, asapTHbIX Urp, KAPTUHOK «41s B3pOCnbix». [JeBo4YKHK
npeanoydunTatoT oblwaTbCs B YaTax, NpyM 3TOM OHM ropa3ao 6osiee YyBCTBUTE/bHbI K CEKCYanbHbIM
AomoraTtenbcTBaM B NHTepHerT.

CoseTbl N0 6€30NacHOCTU B 3TOM Bo3pacTe:

e Co3panTe CNUCOK AOMALIHMX MpaBuia nocelleHns NHTepHeT npu yy4yacTum NoApPOCTKOB U
TpebyinTe 6e3ycnoBHOrO ero BbINOJIHEHUSA. YKaXWTe CNUMCOK 3anpeleHHbIX CauToB
(«4yepHbIi cnncok»), Yacbkl paboTbl B NHTepHeTe. Yackl paboTbl B NHTepHeT MoryT 6biTb
JlIerko HacTpoeHbl NMpu MNoMoLmM CpeacTts «PoauTenbCkMin KOHTponb» Kaspersky Internet
Security 7.0.

e KoMnbloTep € nogknoyeHneMm K IHTepHET A0/IXEH HaXOoAUTbLCH B obLien komHarTe.
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e He 3abbiBaite 6ecegoBaTb C AeTbMU 06 UX Apy3bsax B UHTepHeTe, 0 TOM, YEM OHU 3aHATHI
TakmM obpa3oM, 6yATO peyub MAET O APY3bsX B peasnbHOM xu3Hu. Cnpawusante 0 N0OASX,
C KOTOpbIMKW AeTn obaroTcss NOCpeacTBOM CiyX6 MrHOBEHHOro obMeHa cooblieHunsMu,
yTOobbl Y6EAMTBLCSA, YTO 3TM JIIOAN UM 3HAKOMBbI.

e Wcnonb3yinte cpeacrtesa 6/710KMpOBaHUA HeXenaTesbHOro KOHTEHTa KakK AOMOSIHUTENbHOWN
CTaHAAPTHOM DYHKUNN «POANTENbCKUA KOHTPOJb>.

e HeobxoanMo 3HaTb, KakKMMK 4YaTaMmu NMoSIb3YHTCA Balwln AETW. nOOLLl,pFlVITG ncnosib3oBaHUe
MOAENTMPYEMbLIX HAaTOB U HaCTaMBal;'ITe, yTOobbl AeTK He obwannchb B NMPpUBAaTHOM peEXnMe.

e HactamBante Ha TOM, 4yTO6bl AETWM HMKOrga He BCTpPeYanucb JIMYHO C APY3bsSMU U3
NHTepHeTa.

e [lpvyumnTe AeTel HMKOr4a He BblAaBaTb JIMUHYIO MHMOPMaLMIO CpeacTBaMU 3NEKTPOHHOM
NnoyTbl, 4YaToB, CUCTEM MrHOBEHHOrO O6MeHa COO6LLEHUSMU, PErnCTPaLMOHHbIX GOpM,
JINYHBIX NpoduUNein n Npu perucTpauum Ha KOHKYpPCbl B MIHTEpHET.

e [lpnyunTe geTen He 3arpyxxaTb nporpammbl 6e3 Bawero paspeweHusd. O6bACHUTE UM, 4TO
OHW MOTYT CNy4YalHO 3arpy3uTb BUPYCbl WKW APYroe HexenaTeNbHOe MNporpaMMHOe
obecneveHne.

e [lpuyuute Bawero pebeHka coobulaTb BaM 0O NOObLIX yrpo3ax UM TpeBorax, CBA3aHHbIX C
NHTepHeT. OcTaBanTecb CMOKOMHbIMU M HAaNOMHUTE AETAM, YTO OHM B 6e30nacHoOCTU, ecnu
caMn pacckasann BaM, eCiu caMu pacckasaaum BaM O CBOMX Yrposax Wanm TpeBorax.
MoxBanute nx U NOCOBETYNTE NOAOMNTU eLle pa3 B NOAOOHLIX Cny4asXx.

e [lomMornte MM 3aWNTUTLCA OT crnama. HaquTe noaApoCTKOB HE BblAaBaTb B MHTepHeTe
CBOEro pe€ajsibHoro 3NeKTpOHHOIro aapeca, He O0TBEYaTb Ha HeXenaTesibHble MUCbMa WU
MCNOoJ1Ib30BaTb cneunasibHble No4YTOBbLIE d)VIJ'IprbI.

e [lpnyumnTe cebs 3HAKOMUTbLCS C CaliTaMK, KOTOPbIE MNOCELLAOT NOAPOCTKU.

e OO6DBbSACHUTE AEeTAM, YTO HU B KOEM Cny4yae Hesnb3s ucnosb3oBaTb CeTb ANs XyJIMraHcTBa,
pacnpocTpaHeHus chaeTeH Uan yrpos ApyruM noasim.

e Ob6cyanTte c noapocTkaMm NpobneMbl CeTeBbIX a3apTHbIX UFP U UX BO3MOXHbIN PUCK.
HanoMHUTE, 4TO NO 3aKOHY [AE€TM He MOoryT urpatb B 3T wurpbl. ObecneymBaTb
pOLI,VITEJ'IbCKVIVI KOHTpPOJIb B MHTepHeTe MOXHO C NnoMoWbk pa3siMny4HOro nporpaMMHOro
obecneyeHus.



